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Identification and Assessment of Risks to Customer Information

The University recognizes that it has both internal and external risks. These risks include, but
are not limited to:

Unauthorized access of covered data and information by someone other than the owner
of the covered data and information
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7. Corruption of data or systems

8. Unauthorized access of covered data and information by employees

9. Unauthorized requests for covered data and information

10. Unauthorized access through hard copy files or reports

11. Unauthorized transfer of covered data and information through third parties

The University recognizes that this may not be a complete list of the risks associated with the
protection of covered data and information. Since technology growth is not static, new rlsks
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Selection of Appropriate Service Providers

Due to the specialized expertise needed to design, implement, and service new technologies,
vendors may be needed to provide resources that the University determines not to provide on
its own. In the process of choosing a service provider that will maintain or regularly access
covered data and information, the evaluation process shall include the ability of the service
provider to safeguard confidential financial information. Contracts with service providers may
include the following provisions:

1 An explicit acknowledgment that the contract allows the service provider access to
confidential information;

2 A specific definition or description of the confidential information being provided;
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Return to the University or, if return is not feasible, destroy all Covered Data and
Information in whatever form or medium that Service Provider received from or created
on behalf of the University. This provision shall also apply to all Covered Data and
Information that is in the possession of subcontractors or agents of Service Provider. In
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9. Reporting of Unauthorized Disclosures or Misuse of Covered Data and Information: Service

Provider shall report to the University any use or disclosure of Covered Data and Information
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Provider shall make the report to the University not less than one (1) business day after Service
Provider learns of such use or disclosure. Service Provider’s report shall identify: (i) the nature
of the unauthorized use or disclosure, (ii) the Covered Data and Information used or disclosed,
(IQ) Wh(){;r.naéd_e the unauthorized use or YBCGMG Bmmlfhnrized disclosure (iv) what Service

Provider had done or shall do to mitigate any deleterious effect of unauthorized use or
disclosure, and (v) what corrective action Service Provider has taken or shall take to prevent
future similar unauthorized use or disclosure. Service Provider shall provide such other
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10 Indemnity. Service Provider shall defend and hold the University harmless from all claims,
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